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1. O0mue noJs10KeHUs

1.1. Hacrossmme IlpaBmia pa3paboTaHbl B COOTBETCTBUU C ToyoxkeHUusmMu D3
"O nepcoHanbHbIX AaHHBIX", moctaHoBieHus IlpaBurtenscrBa PO ot 6 mrons 2008 r. N 512
"O0 yTBEep)KIeHUM TpeOOBaHUN K MaTepHUalbHbIM HOCUTEISIM OMOMETPUUYECKUX MEPCOHAIBHBIX
JAHHBIX W TEXHOJIOTUSIM XpaHEHHs TaKWX JIAaHHBIX BHE HWH(POPMALMOHHBIX CHCTEM
MePCOHANIBHBIX JaHHBIX'", mocTaHoBieHUs [IpaButenscTtBa PD ot 15 centsadps 2008 r. N 687
"O6 yrBepxkaenun IlonoxkeHuss 00 0OCOOEHHOCTSIX OOpaOOTKM TEPCOHATIBHBIX IAHHBIX,
OCYyILIECTBIIsIeMOH  0€3  HCHOJB30BAHUSA  CPEACTB  aBTOMaru3auuu",  IOCTaHOBJIECHUS
[TpaButensctBa PO ot 1 HOsOps 2012 1. N 1119 "OO6 yrBepkaeHHM TpeOOBaHMN K 3alIUTe
NEPCOHANBHBIX JaHHBIX IpU HMX 00paboTKe B MH(DPOPMALMOHHBIX CHUCTEMaxX HEPCOHAIbHBIX
TaHHBIX".

1.2. Hacrosmue IIpaBuina onpenenstor 0coOeHHOCTH 00pabOTKU MEPCOHATIBHBIX JaHHBIX
COTPYAHUKOB B MH(OPMALMOHHBIX cHUCTeMax MepcoHaidbHbIX AaHHBIX AHO [IIO «YyeOHo-
KaapoBblid LieHTp IlepcriekTuBa - Kazanpy.

1.3. Be3omacHOCTh MEPCOHANBHBIX JaHHBIX NpPU HUX 00paboTKe B HMH(GOPMAIMOHHBIX
cucTeMax IEepCOHAJIbHBIX HAHHBIX (Jaysee - MHGOPMALMOHHBIE CHUCTEMbI) OoOecreuuBaeTcs ¢
MIOMOIIbIO CUCTEMBI 3AILMUTHI IEPCOHAIIBHBIX JAHHBIX, HEUTpaNU3yIOIIel aKTyaJbHbIE YTPO3bI.

1.4. Ilon akTyaabHBIMH Yrpo3amMH O€30MaCHOCTH IEPCOHATIBHBIX JAHHBIX MTOHUMAETCS
COBOKYITHOCTb ~ YCIOBUH U ¢baxTopos, CO3/1AI0ILUX aKTyaJbHYIO OIACHOCTh
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K NEPCOHAIBHBIM JJAaHHBIM (B TOM YHUCIIE CIy4ailHOTO J0CTYMa,
B TOM YHCJI€ KOMIBIOTEPHBIE aTaKl U MHbIE KOMIBIOTEPHbIE HHIMACHTHI) IPU UX 00paboTKe B
UH(POPMALIMOHHOM CHCTEMe, pe3ysIbTaTOM KOTOPOrO MOTYT CTaTh YHMUYTOXXEHHE, W3MEHEHHE,
0JIOKHpOBaHME, KOIMPOBAHUE, MPENOCTABIEHUE, PACIPOCTPAHEHHE NEPCOHAJIBHBIX JAaHHBIX, a
TaKXe WHbIE HETIPaBOMEPHBIE JeHCTBUS.

2. Oco0eHHOCTH 00Pa0OTKH NMEPCOHATBbHBIX JaHHBIX B HH()OPMAIIMOHHBIX CHCTEMAaxX

2.1. O6paboTKa NepCOHANbHBIX JaHHBIX B HH(OPMALIMOHHBIX CUCTEMAaX OCYIIECTBISETCS
nocje 3aBepuleHHs padoT MO CO3JaHUI0 CHUCTEMbl 3alllUThl MEPCOHAIBHBIX JaHHBIX B
UH(POPMALIMOHHOM cUCTEME, €€ IPOBEPKU U OLEHKU COOTBETCTBHSI MH(OPMALIMOHHON CHCTEMBbI
NEPCOHATBHBIX JAHHBIX TPEOOBaHUAM 0€30MaCHOCTH HHPOPMALINH.

2.2. be30macHOCTh MEPCOHATBHBIX JAHHBIX NpPU HUX 00paboTke B HMH(DOPMAIMOHHON
cuctemMe oOecledrBaeT ONepaTop 3TOM CHCTEMbI, KOTOpBIM 0OpabaThiBaeT MNEpPCOHAIbHbBIE
JTaHHbIe, WJIN JIUIO, OCYIIECTBIsIomee 00pabOTKy NEePCOHANBHBIX JAHHBIX IO MOPYYCHHIO
orepaTopa Ha OCHOBAHUH 3aKJIFOYAEMOT0 C ATUM JIMIIOM JIOTOBOpA.

2.3. be3omnacHOCTh MEPCOHAIBHBIX IaHHBIX NpU HUX 00paboTKe B HMH(OPMAIMOHHBIX
cucrtemMax oOecreyrBaeTcss C IOMOIIBI0 CHUCTEMBbl 3alllUThl IEPCOHAIBbHBIX JIAHHBIX,
BKJIIOYAOLIEH OpraHu3allMOHHBIE MEphl W CpeJCTBA 3aIIUThl HMH(pOpMAlMU (B TOM YHUCIE
G poBaIbHBIC (kpunTorpaduueckue) CpEACTBa, CpeAcTBa MPEIOTBPALICHUS
HECAHKIIMOHMPOBAHHOTO  JIOCTYNa, YTEUYKH HMHPOPMALMU IO TEXHUYECKUM KaHajaM,
POrPaMMHO-TEXHUUECKHUX BO3JIEHCTBUN Ha TEXHUYECKHE CpeAcTBa 0OpabOTKU MEPCOHAIbHBIX
JTAHHBIX), @ TAKXKE UCIIOJIb3YeMbIe B HUH(OPMAIIMOHHON cucTeMe HH(POPMAIIMOHHbIE TEXHOJIOTHH.

2.4. CocraB u cozepkaHue Mep M0 3aluTe HHPOpMauu B THPOPMAIIMOHHBIX CHCTEMaX
3aBHUCAT OT YCTAHOBJIEHHOTO YPOBHS 3alUIEHHOCTH HH(GOPMALIMOHHOMN CUCTEMBI.

2.5. VYcraHoBieHHE YpOBHS 3alIMIIEHHOCTH (MEPECMOTP YPOBHS 3alllMIIEHHOCTH)
UH(POPMALIMOHHOM CHCTEMBbl NMEPCOHAIBHBIX JAHHBIX NPOBOAMUTCS JIUIIOM, OTBETCTBEHHBIM 32
opranuzarnuio oopadorku [1/1H.

2.6. Pa3zpemiennemM Ha 00pabOTKY MEPCOHANBHBIX JaHHBIX HAa 00BbEKTe MHPOPMAITMOHHON
CUCTEMBI SIBJISIETCSI IPUKA3 PYKOBOJUTENS O BBOJIE YKa3aHHOTO 00BEKTa B HKCILITyaTaIHIoO.

2.7. be3omacHOCTb TNEPCOHAIBHBIX JIAaHHBIX, 00pabaThIBAEMBIX C MCIIOJIB30BAaHHEM
CPEICTB aBTOMATHU3AallMH, JTOCTUTAETCS MYTeM HCKIIOYEHHs] HECAaHKIMOHMPOBAHHOIO, B TOM
qHCIIe CIIYy4aifHOrO JOCTYIA K MEPCOHAIBHBIM JaHHBIM.

2.8. IlepcoHanbHbIEe JaHHBIE MOT'YT OBITH PEJOCTABIEHBI JJ11 03HAKOMIICHHUS:

a) COTPYJIHUKAM, JOMYIIEHHBIM K 00pabO0TKe MEPCOHATBHBIX JIaHHBIX C HCIIOJIb30BAaHHEM



CPEACTB aBTOMAaTH3AIMH, B YaCTH, KaCarOIIEHCs UX JTOJKHOCTHBIX 0053aHHOCTEH;

0) MHBIM JIUI]aM, B COOTBETCTBHHM C 3aKOHOAATENLCTBOM PD.

2.9. YNOTHOMOYEHHBIMH COTPYIHUKAMH TP OOpabOTKE MNEPCOHAIBHBIX [TaHHBIX B
MHQOPMALIMOHHBIX CHUCTEMax [E€PCOHAIBHBIX JAHHBIX JIOJDKHA OBITh oOecrmeueHa Hx
0€30IIaCHOCTh C TIOMOIIBIO CHCTEMBl 3aIWTHI, BKJIIOYAIOUICH OpPraHM3alMOHHBIE MEphl U
CpeZCTBa 3alllUThl HH(OPMALMK, B TOM YHUCiIe UPpOBalIbHbIE (KpunTorpadpuyeckue) cpeacTna.

2.10. OOMeH mnepcoHANbHBIMH JAaHHBIMH TIpH UX 00paboTke B HMH(MOPMAIMOHHBIX
cUCcTeMax OCYLIECTBISETCS IO KaHajlaM CBS3M, 3alllUTa KOTOPBIX O0€CHednBaeTcs IyTeM
peanu3aly OPraHM3alMOHHBIX MEpP M MyTEeM NPUMEHEHHS HPOTPAMMHBIX M TEXHUYECKUX
CPEICTB.

2.11. JJoctyn momib3oBareneld K NepCOHANBHBIM JaHHBIM B WH(GOPMAIIMOHHBIX CHCTEMax
IEPCOHANBHBIX JAHHBIX pa3peliaeTcs IMocie 00A3aTeJbHOr0 IMPOXOXKAEHUS MPOLELypbl
UICHTU(DUKAIMN U ayTeHTU(DUKAIHIH.

2.12. JIuuaMu, OTBETCTBEHHBIMM 3a o0ecriedeHne 0e30MacHOCTH NePCOHAIbHBIX JaHHBIX
npu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAX, JOJDKHO OBITH 00ECIIeUeHO:

a) CBOEBPEMEHHOE OOHapy)XeHue (PAKTOB HECAaHKLUMOHHUPOBAHHOIO JOCTyNa K
NEPCOHATBHBIM JJAHHBIM U HEMEUIEHHOE JI0BE/ICHUE 3TOW MHPOPMALIUH 10 PYKOBOJICTBA;

0) HexomylleHUE BO3JCHCTBUS HAa TEXHUYECKHUE CPEACTBA AaBTOMATU3MPOBAHHON
00pabOTKM TEpPCOHAIBHBIX JaHHBIX, B PE3yJIbTaT€ KOTOPOTO MOXET OBITh HApYIIEHO HX
(GYHKLMOHUPOBAHHUE;

B) BO3MOXHOCTh HE3aMEUIUTEIBHOTO BOCCTAHOBJICHUS TEPCOHAIBHBIX JIaHHBIX,
MOJU(GUIMPOBAHHBIX UM YHUUYTOXKEHHBIX BCJIEACTBUE HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA K HUM;

I') TOCTOSHHBIA KOHTPOJb 3a OOECIeueHHEeM YpPOBHS 3alIMIEHHOCTH IEPCOHAIBHBIX
JTAHHBIX;

1) 3HAHME W COOJIOJCHWE YCIOBUH HCIOJB30BAHUS CPEICTB 3alIUTH MH(OpMAIUH,
IPEIYyCMOTPEHHBIX 3KCILTYaTallMOHHOM U TEXHUYECKOM JOKyMEHTaluei;

€) Yy4YeT TMPHUMEHSEMBIX CPEICTB 3alUThl HH(OPMAIMH, OJKCILTyaTallMOHHOH W
TEXHUYECKOH TOKyMEHTAllUU K HUM, HOCUTEJIEH epCOHANbHbBIX JaHHBIX;

) Tpu OOHApY)KEHUH HApYyUICHUH TOPSAIKA MPEJOCTABICHUS MEPCOHAIBHBIX JaHHBIX
He3aMeUIMTEIbHOEe IPUOCTAaHOBICHUE MPEAOCTABICHHS IEPCOHANBHBIX JTaHHBIX MOJIb30BATENISAM
UH(POPMAIIMOHHON CUCTEMBI /IO BHISBIICHHSI IPHYUH HAPYIIEHUH U yCTPAaHEHUSI STHX TPUYHH;

3) pa30upaTenbCTBO M COCTABJICHUE 3aKIIOYEHUI Mo (akTaM HeCOONIONEHHs YCIOBHM
XpaHEHHUs HOCHTEJEH MEepPCOHAIBHBIX JaHHBIX, UCIOJIB30BAHUS CPEJICTB 3alIUTHl MHPOPMAIINH,
KOTOpbIE MOTYT MPHUBECTU K HApYLIIEHHIO KOH(UIEHIMAIbHOCTU NEPCOHANBHBIX JAHHBIX MU
JIPYTUM HapyIIeHUsSM, TPUBOJAAIINM K CHIDKCHHIO YPOBHS 3aIMIIEHHOCTH MEPCOHAIBHBIX
JTAHHBIX, pa3paboTKa U MPUHITHE Mep MO MPEeIOTBPAILICHUIO BO3MOXKHBIX OIACHBIX MOCJIEACTBHUM
MOI00HBIX HAPYIIEHUH.

2.13. B ciydae BbIABIIEHHUS HAapyLIEHUH MoOpsiaka 0OpabOTKH MEepPCOHATBHBIX JaHHBIX B
uHpopmannonusix cuctemax AHO JIIIO «YuebHo-kanpoBeiii nentp [lepcnextuBa - Kazanb»
IPUHUMAIOTCS MEPBI [0 YCTAHOBJIECHHUIO MPUUUH HAPYIIEHUH U UX YCTpaHEHUIO.
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